ADAPTIVE DEFENSE 360

1- Oncelikle kurmak istediginiz bilgisayarin icinde herhangi bir antiviriis programi olmamasi
gerekmektedir.

[ Programlar ve Ozellikler — x

<« ~ 4 [ > DenetimMasasi > Programlar > Programlar ve Ozellikler va [ a

Programlar ve Ozellikler

Penetim Masasi Girig Program kaldir veya degistir

W_k_\_ﬂlg__limel\ﬁtvme\a” Bir programi kaldirmak igin 50z kenusu programi listeden secin ve Kaldir, Degistir veya Onar'i tiklatin.

gérintile

(=] x\:::tnws zelliklerini ag veya Diizenle ~ = - @
Ad - Vayime: Viklenme ... Boyut Sartim ~
B 2dobe Acrobat Reader DC - Turkish Adobe Systems Incorporated 14.05.2018 267MB  18.011.20040
B Adobe Flash Player 30 PPAPI Adobe Systems Incorporated 7.06.2018 550 MB  30.0.0.113
B anyDesk philandro Software GmbH 19.06.2018 200MB  ad4.13
@ Bandicam Bandicam.com 20.06.2018 234MB 4121385
15'Bandicam MPEG-1 Decoder Bandicam.com 21.05.2018
Counter-Strike Valve 21.05.2018
[ Counter-Strike: Global Offensive Valve 21.05.2018
e Dev-C++ Bloodshed Software 21.05.2018 511

Discard Inc. 21.05.2018 563 MB  0.0.301
Epic Games Launcher Epic Games, Inc. 20.02.2018 803MB  1.1.1430

[AFilezilla Client 3.34.0 Tim Kosse 21.06.2018 272MB 3340
W Grand Theft Auto V' Rackstar North 24,06.2018
Bl Heif-Life Deathmatch: Source Valve 21.05.2018
ElliDT Audio DT 21.05.2018 1.0.5902.0
1 Microsoft Office 365 ProPlus - tr-tr Microsoft Corparation 19.06.2018 16.0.8431.2270
& Microsoft OneDrive Microsoft Corporation 20.06.2018 101MB  18.091.0506.0007
8 Microsoft Visual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 21.05.2018 205MB  12.0.30501.0
35 Microsoft Visual C++ 2013 Redistributable (<86) - 12.0... Micresoft Corporation 21.05.2018 1TAMB  12.0.30501.0
5 Microsoft Visual C++ 2017 Redistributable (x64) - 14.1... Microsoft Corporation 21.05.2018 234MB  14.10.25008.0
# Microsoft Visual C++ 2017 Redistributable (x36) - 14.1... Microsoft Corporation 21.05.2018 19,5MB  14.10.25008.0
EINVIDIA GeForce Experience 3140139 NVIDIA Corporation 10.06.2018 3140139
EINVIDIA Grefik Srtcisa 398.11 MVIDIA Corporation 10.06.2018 38811
EEIMVIDIA PhysX Sistem Vazilim 9.17.0524 MVIDIA Corporation 14.02.2018 9.17.0524
© Opera Stable 53.0.2907.99 Opera Software 15.06.2018 53.0.2907.99

“~__  5uanda yikli programlar Toplam Boyut: 714 MB
[‘1 36 program yakld

2- Panda cloud hesabini olustuktan sonra aktivasyon islemi icin mail adresinize bir PDF
dosyasi gelecektir.

3- www.pandacloudsecurity.com/Pandalogin/ sistemine giris yapmaniz gerekmektedir.

U panda | Account

Log in to access PandaCloud

Email address

Password

Forgot your pc

Privacy Policy License Agreement © 2018 - Panda Security English (United States)

4- Giris yaptiktan sonra ekrana kendi mevcut servisleriniz goziikmektedir.

My services

.

Adaptive Defense

“Trial version




5- Acgilan pencerede Adaptive Defense 360 logosuna tikliyoruz.
6- Karsimiza Adaptive Defense 360 Urlinlin araylizi gelmektedir.

e Adaptive C1 €3 & tugoyakeu
A =4 panda l Defense 360

STATUS Ne S | INSTALLATION SETTINGS | QUARANTINE REPORTS OTHER SERVICES

Start protecting your computers now from the Computers screen.
‘Once you start protecting your computers, you'll see information about them on this screen.

‘w Go to the Computers screen }

Activity

CLASSIFICATION OF ALL PROGRAMS RUN AND SCANNED

Trusted programs v

7- Buradan “Computers(Bilgisayarlar)” sekmesine tikliyoruz. Agilan pencerede karsimiza
“Install on this computer now” ¢cikmaktadir. Windows, Android ve Linux i¢in indirme
linkleride tam altinda belirtilmistir.Bu secenege tikladigimiz takdirde WAAgent adinda bir
setup indirmektedir.

Start protecting your computers

You still haven't protected any computers. Once you start protecting them, they will appear on this screen

@ Install on this computer @ Send installation URL by

now email

Download installer for: Windows, Linux and Android.

Download distribution tool for Windows.



8- indirilen WAAgent setup seklinde calistiriyoruz.

Dosya Ag - Gavenlik Uyans >

Bu dosyay ¢aligtirmak istiyor musunuz?

_Ad| Ad: ChlUsers\Tugay'Desktop\WAAgent.msi
o
! B Yayinc: Panda Security S.L.

Tar: Windows Installer Paketi
Kaynak: ChUsers\Tugay'\Desktoph\WAAgent.msi

* Cahstir iptal

Bu dosyayr agmadan dnce her zaman sor

| T Internet'ten gelen dosyalar isinize yarayabilir, ancak bu dosya tdrdndn
\.ﬂj bilgisayanniza zarar verme clasibg vardir, Yalnizea gdvendiginiz
b yayimcilardan gelen yazihimlan ¢alistinn. Risk nedir?

9- “Calistir” dedikten sonra agilan pencerede “Next” butonuna basiyoruz.

ﬂ Panda Endpoint Agent installation wizard
Welcome to the Panda Endpoint Agent
installation wizard.

This wizard makes installation easier.

Click Mext = to continue with the installation,

< Back Cancel




10- Kurulum yapildiktan sonra “Finish” butonuna basiyoruz.

ﬁ Panda Endpoint Agent installation wizard >

End of the Panda Endpoint Agent installation
wizard

Panda Endpoint Agent has been correctly installed. Click Finish
to exit the wizard.

< Back Cancel

11- Daha sonra bilgisayarin sag altina icon gelecektir. Bunu sol tiklayip agmamiz gerekir.

12- Sekildeki simgeye tikladigimizda bir ekran gelecektir. Bu ekrani beklememiz
gerekmektedir.

Installing Panda Endpeoint Agent

Connecting to the server
Getting configuration data
Getting Knowledge
Downloading protection

:: Installing protection




13- Yiklemeler bittikten sonra “close” secenegine basarak kapatabiliriz.
Installing Panda Endpoint Agent

Connecting to the server
Getting configuration data
Getting Knowledge
Downloading protection

Installing protection

14- Bilgisayarin istedigi takdirde yeniden baslatin. Eger istemezse yeniden baslatmaniza
gerek yoktur.



SETTINGS(AYARLAR)

1- Adaptive Defense araylziinden settings(ayarlar) kismina tikliyoruz.

¢ 3p Adaptive Cl 8tugay.oksu
& Panda | 5 cct 0 &

BYNIVEl COMPUTERS | INSTALLATION | SETTINGS | QUARANTINE REPORTS OTHER SERVICES

Licenses: 100 Contracted (100 expire on7/21/2018 | Details

NOT CONNECTED TO THE SERVER ( Q)

O

1
Computers
OUTDATED PROTECTION o) Engine
o ) Knowledge
bt o ( ) Pending restart

CORRECTLY PROTECTED

Activity

CLASSIFICATION OF ALL PROGRAMS RUN AND SCANNED

4 programs v

2- Acilan pencerede siyah ok ile gosterilen yerde yeni profiller ekleyebilir veya ekledigimiz
profilleri kaldirabiliriz. Kirmizi ok ile gosterilen yerde profilleri gruplandirabilme ozelligi
mevcuttur.

Adaptive 01 €3 2 tugayaksu

b'e 1
' pcndc ‘ Defense 360

STATUS | COMPUTERS | INSTALLATION [ElaniiNlcEl QUARANTINE | REPORTS | OTHER SERVICES

> Settings

Configuration profile assigned to each computer group:

Assigned Profiles +
Computer groups profile
DEFAYLT L =
¥ & Al
3 DEFAULT DEFAULT
O Key
+ 027

© Panda Sacurity 2018



3- Siyah ok ile gosterilen yere tikladigimizda karsimiza asagidaki gibi bir pencere gelmektedir.
Ayrica ayarlari kaydetmek icin ekran degistirmeden 6nce “OK” butonuna basiimalidir. Genel
ayarlamalar bu sekme iginden yapilmaktadir. “General(Genel)” sekmesinden isim ve
actklama bolimlerini ayarlabilirsiniz.

'J Pdndd ‘ Adapt\'ve C:l {3} 8tuguy,uksu

Defense 360

STATUS | COMPUTERS | INSTALLATION [ESaniifIcEll QUARANTINE | REPORTS | OTHER SERVICES

> Settings > General

Edit "Tugay" profile

General Information Apply to_

Windows and Linux
Advanced protection

Antivirus Profile name: perauLT

Firewall

! Description:
Device Control |
Exchange Servers

Web access control
This option does not apply to the protection for OS X, which is only available in

os X Protection language: English ~ English
Android

Restore defoult settings Cancel
R [ corce}
Anti-Theft

4- “Windows and Linux” sekmesinde gerekli giincelleme ayarlarini ve ayarlarin saatlerini
ayarlabilirsiniz.

> Sattings > Windows and Linux

Edit "DEFAULT" profile

‘Windows and Linux

e T N W

Enable automatic updates of the protection engine

Advanced protection

R Search for new updates every:| 12 hours v

Firawall [J Perform updates only during the following times:

Device Contral From 000000 | (HHmmss)  Tor| 235050 | (HHmmss)

Exchonge Servers
Web access control

FEr [ Perform updates oniy on the folowing days:
Android Days of the week
Antivirus Monday Thursday Sunday
Arti-Theft Tuesday Friday
‘Wednesday Saturday

[ Automatically restart computers if necessary to compiete updates.

Only workstations
Enobie automatic knowledge updates

Check for new updates every:| 4 hours  ~

Run a background scan every time there is a knowledge update.



5- “Advanced Protection” sekmesinde pandanin size sunmus oldugu (st diizey korumadan
yararlabilirsiniz. Size sunulan 6zellikler sayesinde bilgisayariniza herhangi bir viris

bulastiginda otomotik kaldircaktir. Ayrica bakilmamasi gereken uzanti,klasor veya dosyalari
el ile ayarlayabilirsiniz.

Edit "DEFAULT" profile

‘General
‘Windows and Linux
Antivirus
Firewall
Device Control
Exchange Servers
Web occess centrol
0osX
Android
Antivirus

Anti-Theft

The advanced protection tracks the activity of every program run on your computers, immediately detecting and blocking malicious programs. Additionally, it acts against any suspicious or
potentially dangerous item in record time thanks to direct monitoring by Panda lab technicians

Enable advanced protection. (

nly Windows

somie o

O Audit
The solution tracks the activity of every program run on your computers but will not act if a detection takes place
@® Hardening
Malicious and potentially malicious programs will be removed.
Unknown programs coming from the Internet or an external storage drive will be blocked until our lab determines whether they are malware or not

O Do not report blocking to the computer user
® Report blocking to the computer user

Any other unknown program will be initially allowed to run while it is being analyzed by our lab
O Lock

Malicious and petentially malicious programs will be removed.

Unknown programs will be blocked until our lab determines whether they are malware or not.

Do not report blocking to the computer user
Report blocking to the computer user

Report blocking and give the computer user the option to run the item (recommended for odvanced users or administrators only)

@D

> Settings >

dows and Linux > Advanced protection

Edit "DEFAULT" profile

General
Windows and Linux
Antivirus
Firewall
Device Control
Exchange Servers
Web access control
osx

Enable advanced protection. (Only Windows d

The anti-exploit protection prevents malicious programs from exploiting known and unknown (zero-day) vulnerabilities in applications to access computers on the corporate network.
Detect exploits

The advanced protection trocks the octivity of every program run on your computers, immediately detecting and blocking malicious programs. Additionally, it acts against any suspicious or
patentially dangerous item in racord time thanks to direct monitoring by Panda lab technicians.

O Audit
Android Tracks exploits' activities but doesn't take any action or display any information to the computer user upon detection
Antivirus ® Block
FTATEET Blocks exploits. In some cases it may be necessary to end the compromised process or restart the computer.
[ Report blocking to the computer user
Ask the user for permission to end o compromised process (may result in data loss in some cases)
CEH&ED
General The advanced protection tracks the activity of every program run on your computers, immediately detecting and blocking malicious programs. Additionally, it acts against any suspicious or potentially dangerous item in
Windows and Linux record time thanks to direct monitoring by Panda lab technicians.

Enabie advanced protaction. (Only W

Antivirus

Device Control

Exchange Servers D changing these settings will reduce the security level

Web access control Every time you exclude a file or a folder from scanning, there is a chance that malware gets run on your computer without Adaptive Defense 350 being able to detect it.
05X
Android ) ™ese settings affect both the antivirus protection and the advonced protection.

ST Extensions to exciude:

Anti-Theft

Folders to exciude:

Files to exclude:

«—»cD



6- “Antiviris” sekmesinde bilgisayardaki dosyalari ve kendisini korumamiza olanak saglar.
“Files”,“Mail” ve “Web” seceneklerindeki bitiin kutulardaki tick isaretlerinin aktif olmasi

gerekmektedir.

gs > Wi

i Linux > Antivirus

Edit "DEFAULT" profile

General

Windows and Linux

Advanced protection

Firewall

Device Control
Exchange Servers
Web access control
05X
Android

Antivirus

Anti-Theft

7- “Firewall” sekmesinden is yerleri ya da serverlar i¢in glivenlik ayarlarini

Enable permanent file protection.
Scan compressed files.

Software to detect

viruses
Hacking tools and PUPs

| detection hnol

Block malicious actions

yapilandirabilirsiniz.

i@
v

d Linux > Firewall

Edit "DEFAULT" profile

General
Windows and Linux
Advanced protection

Antivirus

Device Control
Exchange Servers
Web access control
os X
Android

Antivirus

Anti-Theft

O Let computer users configure the firewall.
® Apply the following settings to the firewall

[] Enable firewall for windows workstations

[] Enable firewall for Windows servers

General [ ——

Computers are connected to the following network type:

Public network

Advanced settings

Public places such as airports, Internet cafés, universities, etc. Computers are not visible to other users on the network and some programs will have limited access to

the network

Trusted network

Home or office networks where you know and trust the other users and devices on the network. Computers are visible to the other computers and devices on the

network.



8- “Device Control” sekmesinden bilgisayariniza herhangi bir USB,telefon,CD/DVD/Blu-ray vs.
gibi araglarin kullanilabilmesi igin ayarlarin yapildig yerdir. Ayrica asagidaki kisimda
istediginiz cihazi tanitip kisitlama yapmadan ¢alismaya olanak saglar.

> s > Windows and Linux > Device Corttrol

Edit "DEFAULT" profile

General
[ Enabie device control
Windows and Linux

Advanced protection Settings
Antivirus

Firewall . 0 Removable storage drives Mobile devices
n T | Allow read & write access u?}“ Allow
Exchange Servers
Wob access control

05X Image capture devices Bluetooth devices
Android 2 [ awow 9

Allgw
Antivirus

Anti-Theft
Allowed devices

The following davicas can ba used without restrictions:

Nome Type

CD/DVD/Blu-ray drives
— Allow read & write access

Q Modems
Ty Allow

Instance ID

[ ok canca J



9- “Exchange Servers” sekmesinde maillerden ve aktarim seklinde koruma saglamaktadir.
Anti-spam sekmesinde ise “Detect Spam” kutusuna tikladiginiz taktirde spam algilamaniza ve
neler yapilmasi gerektigine karar vermenize olanak saglar. Ayrica “Content filtering”
sekmesinde dosyalari uzantilarina gore islem uygulayabilirsiniz.

> Settings

/indows and Linux > Exchange Servers

Edit "DEFAULT" profile

General

‘Windows and Linux

Advanced protection [J Enable mailbex protection
Antivirus [ Enable transport protection
Firewall

Software to detect
Devica Control

R —— Hacking tools and PUPs

osX
Intelligent mailbox scan

Android

Antivirus The intelligent mailbox scan runs during periads of low server activity, scanning the email messages stored in the organization's Exchange server. Scanning is perfarmed only on files that have not
been previously scanned

Anti-Theft

Enable intelligent mailbox scan

ux > Exchange Servers
Edit "DEFAULT" profile

General

e |
Windows and Linux

Advanced protection 1] Detect spom

Antivirus

Firewall Action for spam messages

Device Control

Spacify what to do with spam messages:
Exchange Servers
Let the message through

Web access control
= The tag “[SPAM]” will be added to the subjact line of messages lat through
Android Allowed addresses and domains

Antivirus

TR Emails coming from the following addresses and domains will be let through witheut baing scanned:

Spam addresses and domains

Emails coming from the following email addresses or domains will be considered spam:

Lo Yoow)

» Settings > Wi

and Linux > Exchange Servars

Edit "DEFAULT" profile

‘Windows and Linux

R I R Take the follawing action on messages with dangerous attachments
Antivirus

Delete the message
Firowall
Device Control

[ Consider files with the following extensions dongerous:
Exchange Servers

Web access control

os% ADE
ADP
Android BAS
BAT
Antivirus i v
Anti-Theft

[ Consider attachments with double extensions dangerous, except for the following:

TARBZ2
TARGZ
TARLZ
TARZ



10- “Web Access Control” sekmesinde ise sirketlerdeki bilgisayarlarin girmesini istemedigi
siteler ayarlanabilir. Saat dilimlerinde siteleri agmak ve sadece belli bash sitelere girmek i¢
domain ve adreslerden erisimi saglayan ek 6zellikler mevcuttur.

> Sottings > Wi and Linux > Web access control

Edit "DEFAULT" profile

S Enable Web access cantrol for Windows workstations
‘Windows and Linux [ Enable Web access control for Windows servers
Advanced protection s

Antivirus

Firawall
Device Control
Exchange Servers

control

Antivirus

Anti-Theft

|
Web access restrictions

Deny access to pages belonging to the following categories:

[ Advertisements & Pop-Ups [ Alcohol & Tobacco

0O Arts [ Business

[ Child Abuse Images [ Computers & Technology
0 Cults [ Doting & Personals

[ Education [ Entertoinment

[ Finance [ Forums & Newsgroups

Web access restrictions

Deny access to pages belonging te the following categories

[ Advertisements & Pop-Ups [ Aleohol & Tobacco

O Arts [ Business

[0 child Abuse Images [0 Computers & Technology
O cults [ Dating & Personals

[0 Education O Entertainment

[ Finance [J Forums & Newsgroups
[ Deny access to pages categorized as unknown.

Always allow access to the following oddresses and domains:

updatemicrosaft.com
http:/fwwwupdate microsoft com
http://downlcadwindowsupdate com
http://ds downloadwindowsupdate com

Allows access to all addre:

Deny access to the following addresses and domains:

[ Anonymizers
0 Chat

[ Criminal Activity

[ Download Sites

[ Fashion & Beauty

[ Gambling

] Anonymizers
0 Chat

[ criminal Activity
[ Download Sites

[ Fashion & Beauty

[ Gembling

v

es that start like the allowed addresses and domains (despite their full URL may be longer)

Denies access to all addresses that start like the denied addresses and domains (despite their full URL may be longer).

n



